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(57) Abstract :

Accordingly, embodiments herein disclose a cloud-based security incident response and management system that enables efficient detection, analysis, and mitigation of
security incidents in cloud environments, facilitating rapid incident response and minimizing potential damages. The proposed system comprises a plurality of
processors, and a plurality of memory devices comprising instructions that, when executed by the one or more processors, cause the one or more processors to perform
operations comprising: obtaining activity data from a service provider system, identifying a pattern in the activity data, generating or updating a plurality of models
associated with the cloud service, and outputting the set of actions and an indicator that identifies the set of actions as anomalous in response to a determination that the
additional activity data does not include the pattern.
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